3ATBEPOXKYIO:

Fonosa lMpasniHHa
AKUiOHEepHOro ToBapucTBa
“ «KOMIHBAHK»

Wl — Myriduesa T.B.
T/ «[.7» TpasHs 2024 p.

TEHOEPHA JOKYMEHTALLIA Ne
1.TeKkcT oronoweHHs

1.1. AT «KKOMIHBAHK» oronouwye npo nposegeHHsa «07» yepsHa 2024 p. TeHgepa 3 subopy
nocrayYanbHWKa Ha HagaHHA nocayr 3 «OUiHIOBaHHA 3aXMLLEHOCTI KOMN'IOTEPHUX CUCTEM Ta
mepexi BaHKy, Y TOMY YUC/ LWAAXOM MOAENI0BAHHSA Aill 30BHIWHbOrO NPOHUKHEHHAY. Micue
nposeaeHHA: m. Kuis, Bya. MNpegcnasuHcbka, 28.

1.2. MNMpegmeTom TeHZepy € HalKpalla Nponosnuia no YKNaOeHHK [Orosopy Ha HACTYNHUX
yMOBaXx:

cneuundikauis (3asHaveHa B8 [opatky Nel) nosHicTio Bignosigae sumoram baHky 3a
KINbKICTIO T2 HOMEHKAATYPOIO;
ONTUMaNbHa UiHOBaA NpONo3mnLin;
TEPMiH BUKOHaHHS pobiT He nepeBunilye 45 KanenaapHux AHiB;
AAaTiXHI yMOBKM 40TrOBOpY:
* nicnannata 100% (nepeBaxKHo);
°» abo nepepgonnata go 50% Ta onsnata 50% nporsrom 10 poboumx gHis 3 AHA
nigNVUCAHHA CTOPOHAMM aKTy BUKOHaHUX pobiT.

1.3. Y4acCHUKM TeHOEepY NOBMHHI 8iAN0OBIAATU TaKKUM BUMOFam:

AocBin, pobotm B 0bOnacTti HadaHHA  aHANOFiYHMX nocaAyr y OaHKiBCbKOMY Ta
KOPNOpaTUBHOMY CEKTOPI He MeHLLe 3-X POKiB;

HaABHICTb HE MeHLWe 3-X NO3UTUBHUX NUCTIB-BIANYKIB 32 OCTaHHI 3 POKU Bif KOHTPAreHTIB;
He meHWwe 3 peanizoBaHWX NPOEKTiB B PpiHaHCOBIM abo KopnopaTusHIA cdepi BNPOJOBK
OCTaHHbOrO POKY;

HaABHICTb HEOOXiAHUX MmaTepianbHUX pecypcis;

HaABHICTb KBanipikoBaHOro NepcoHany, Lo mae BignosigHi ceptudikatn OSCP/CEH/CISM;
HaABHICTb niLeH3IN, HeoBXiAHUX A8 BUKOHAHHA pobiT, a TaKoXK cepTudikaTis Ha maTepianu
i 06nagHaHHA, WO BUKOPUCTOBYIOTHCA | iHWe.

1.4. 36ip 3aABOK, ix 0bpobra Ta HesnocepeHbO cam TeHAep byae NPOXOAUTM Ha €/eKTPOHHIN
Toprosin naowaaui (gani - ETN) https://zakupki.prom.ua/commercial/tenders , 3a HacTynHuUm
pernameHToMm:

e 20-23 tpasHAa 2024 p - po3milLeHHA NOBIZOMAEHHA NPO NPOBEAEHHA TEHAEPY Ha CaTi
b6aHKy Ta Ha ETM;

e 24-28 tpasHa 2024 p - nepios yTOUHEHHA TEHAEPHOI AOKYMeHTauil Y4acHUKamu y
3aMOBHMKa;

e 30 uyepsHA — 06 uepsHA 2024 p — He3nocepeaHA NoAava YYaCHUKAMU KOMEPLMHUX
nponoc3unuin Ha ETI;

e (7 4epsHna 2024 p — npoBeeHHA TOPriB;

® (7 yepsBHA — 14 yepsBHAa 2024 p — po3rnag OTPUMAHMX NPONO3MLUI Ha BigNOBIAHICTDL
ymoBam TeHAepHOI AOKymeHTauii, oronoweHHa [lepemoXua Ta pe3epBHOro
[NocrayanbHUKa.



1.5. YnoBHOBa)KeHU NpaLisHUK BaHKy ANs OTPUMAHHSA PO3'ACHEHb 3 TEXHIYHUX NUTaHb:

- bopopgaskiH Bonogumup |BaHoOBMY, agpeca enexkTpoHHOI nowTtn: iborodavkin@cib.com.ua,
TenedoH: 044-290-79-00.
- KasyHeupb Tloamuna OnekcaHgpisHa, agpeca enekTpoHHol nowtu: liudmyla.kavunets@cib.com.ua,

TenedoH: 044-290-79-00.

1.6. YnoBHOBaXeHUM NpaLiBHUK baHKy And OTPMMaHHA PO3'ACHEHb 3 OpraHi3auifnHMX NUTaHb:
- Yebotok EBreH OnexkcaHapoBuY, agpeca enekTpoHHoi nowTu: yevhen.chebotok@cib.com.ua,

TenedoH: (099) 947 6639.

2. Kputepiit Bu3HaueHHs lMepemokua TeHaepy
2.1. Tipn Bu3HaueHHi [lepemoXKuf BUKOPUCTOBYIOTLCA HACTYMHi OLHIOBaHI MNOKa3HUKK
KOMEpPU,iMHMX NPONo3unLin:
2.1.1. uiHoBi KpuTtepii;
2.1.2. cTyniHb BIANOBIAHOCTI BUMOram i ymosam, 3a3HaveHmm s . 1.2i 1.3

2.2. 3amoBHuKOM byze BM3HA4YeHO OCHOBHOro lNepemokua Ta pesepBHOro, Npo wo obuasa
y4yacHuKa byayTb nosigomneHi.

3. 3mict KomepuiiHUX npono3uuiid
3.1. KomepuiltHi nponosnujii NoBUHHI MicTUTK iHpopmaLlito, HeoBXiaHY ANA OUIHKM MOKa3HMKIB,
3a3HaueHux y N.2 TeHAepHOo! SOKYMEHTAUIT, Yy TOMY YNCAi:
3.1.1. uiHoBy npono3uuito y ¢popmati MS Excel signosigHo o fogatxky Ne2;
3.1.2. KomepuiHy APONO3uULi0 B [OBINbHIN dopMmi, Yy TOMY Yucai onmuc pobiT, AKi NJaHYETLCA
3pobuTK B pamKax LOTOBOPY;
3.1.4. ckaHOBaHI KoNii NPaBOBCTAHOBAIOIYNX AOKYMEHTIB (B apxiBHOMY dainni):

- Butar 3 EQPHOO®ONT;

- Konina ceigouTsa naatHuka MNAB (AKWLO KOHTpareHT € NaatHukom MNAB);

- paHi KepiBHMKiB Ta 3acHosHuKis (.1.B., nacnoptHi aadi, (PHOKNM (INH)), 4actka B
CTAaTYTHOMY KaniTani, micue HapoOXeHHA, Mmicue NpPOoXUBaHHA) y Burnaai Tabauui s
dopmarti MS Excel.

3.1.5. cKaHOBaHI INCTU-BIATYKM Big KOHTPAreHTis;

3.2 BapricTb nocayr BKasyetbcs 3/6e3 MMB B 3aneHOCTI Big, HasBHOI CUCTEMM ONOAATKYBaHHSA
YuacHuKa. AKULO0 yYacHuK € naatHukom 1B, a nponosuuia HagaHa 6e3 MAB (4n Hasnaku), Taka
nponosuuia He byae NpUNHATA A0 PO3rAA4Y.

4. lHwi ymosu
4.1. Tepmin il yMmOB KOMepPUiAHUX NPONO3ULIY Ta YKA3AaHHA 40TOBOPY - A0 «12» aunHs 2024 p. ;

4.2. lHpopmallia Woao pesynbTaTtis TeHaepy byae nosigomaeHa yd4acHUKam 0cob60to, 3a3Ha4YeHoo
g8 n.l1l.5,;

4.3. 3 MeTOI KOPEKTHOI OLiHKM OCTaTOYHUX KOMEPLIMHMUX NPOMO3ULLIIA BCiX/KOMXKHOIO i3 Y4aCHUKIB
baHkom moxe bytu 3aTpebyBaHo AofaTtkosy iHPopmauio, abo akTyanizosaHy, BignosigHO 4o
pesynbTaTtiB TeHAepy, KOMEPLINHY NPONOo3nLLito.



Lopatok Nel
TexHiuHe 3aBaaHHA 40 TeHAepHOT AoOKYyMeHTauil
3 Bubopy nocrayanbHUKa HA HaAaHHA nocayr OuiHIOBaHHA 3aXULLLEHOCTI KOMM'IOTEPHUX cUcTeM
Ta mepei baHKy, y ToMy UMCAi LNAXOM MOZeNtoBaHHA Ai 30BHILLHbOIO NMPOHUKHEHHSA

Mosuuit Onuc
HaiimenyBanHns Tosapy (pobir, mociyr) O1iHIOBaHHS 3aXUILIEHOCTI KOMIT'TOTEPHUX CUCTEM Ta Mepeki Banky,
y TOMY 4MCJli [IUIIXOM MOAENIOBAHHs il 30BHILIHLOrO
NPOHUKHEHHS
Monens, cnenudikaiis -
ApTukyn -
3aBHaHns, aKi HeoOXiIHO BUKOHATH: Jo 3aBnaHHb, fKi HEOOXinHO BUKOHATH, MAIOTh BXOIMNTH:
1. TecTyBaHHs 3aXUILEHOCTI 330BHi (00’ €KT — 30BHILIHIN TepuMeTp
inopmattiitHoT indpacTpyKTypHU 3aMOBHHKA)
2. TecTyBaHHs COLIaNbHON IHXEHEPIeto (00’ €KT — nepcoHan
3aMOBHHKa)
Bumoru 1o pobit Ho nepeniky poGiT MarOTh BXOAUTH:
* 36ip indopmauii B InTepHeT, Ga30Bi Mepexesi 3anuTu
* CKaHyBaHHS 30BHIIHbOTO NEpUMETPa
* AHaJi3 Ta cucTemaruzauis indopmauii
* Cnpobu excrutyarauil BpasnuBocteii
* ATaka Ha 30BHiLUHI cepricH
* ATaka Mo CJIOBHMKY / OpyTdopc Ha BusiBieHHs inTepdeiicu
JOaTKiB
*» Cripoba npopuBYy NEPHMETPA 3 METOIO TIONAJaHHS Ha KOMM'IOTED
KOPHCTYBaya
e CoujaspHa itKeHepis — GpiliMHrosa araka
e Jlns BeO cepBiciB B 1.4.:
v" Fuzzing-tect
v Tlowyx SQL in'exuit
v XSS Tecr
OO6’exTH AOCI AXKEHHS e 3oBHIWHI XocTH — 20 WT.
e Be6 nomenun/cybnomenu- 20 mrT.
e Tlepconan- 470 xopucTyBauin
Tepmiau i mepioguuHicTh 3aKyniBEIs pasoBa nocnyra
KITBKICTD 1
YMOBH 00CITyroBYBaHHs -
[apanris PENEHTECT NMPOTATOM 6 Mic.
MiniMarnbHi BUMOTH JI0 NIOCTa4albHUKA
pobit (mocnyr):
- mocBin, kBastidhikauis ceprudikopanuii nepconan OSCP/CEH/CISM
- HasABHICTH BHKOHAHUX IIPOEKTIB He MEHUIE 3 peani3oBaHuX MPOEKTIB B diHaHCcoBiH chepi
- TepMiH poDOTU HA PUHKY HE MEHIE 3 POKiB Ha PUHKY
- minensit -
Moga 3BiTy YKpaiHCbKa
JonaTkoBi BUMOTH HaJlaHHs peKOMEHIanil LOA0 YCYHEHHS BpasiusocTeil

KepisHuk nigposginy bopopaskis B.I.




